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Kingsley Community School

Monitoring and Filtering Policy
Introduction and Aims:

The purpose of this Filtering and Monitoring Policy is to outline and detail Kingsley Community School’s approach to ensuring safe and appropriate use of technology by all pupils, staff, and visitors. In accordance with the statutory guidance set out in Keeping Children Safe in Education (KCSIE), this policy aims to protect children from harmful online content, including abuse, grooming, radicalisation, and inappropriate material. The school is committed to maintaining robust filtering and monitoring systems that effectively safeguard users, support teaching and learning, and promote responsible digital citizenship. This policy also supports the school’s wider safeguarding framework and reflects our duty to provide a safe and secure learning environment both online and offline.
The Importance of Monitoring and Filtering:
While Kingsley embraces the opportunities that technology and online connectivity provide and enhance for our children, it’s also true that children and young people face a range of potential dangers online, including exposure to inappropriate or harmful content such as pornography, extreme violence, hate speech, and content promoting self-harm or radicalisation. They may also be at risk of online grooming, cyberbullying, exploitation, and contact with strangers through social media, gaming platforms, and messaging services. Effective filtering and monitoring systems are essential tools in safeguarding against these risks. Filtering helps prevent access to harmful or unsuitable material, while monitoring enables the school to detect concerning behaviour, patterns of use, or attempts to bypass restrictions. Together, these measures play a critical role in creating a safe digital environment and ensuring that any potential issues are identified and addressed promptly in line with the Kingsley’s safeguarding procedures.
Kingsley’s Filtering and Monitoring Structure:

Kingsley have a long standing Service Level Agreement with MGL, a technology solutions company who special in schools.  As part of our agreement with MGL, they provide us with technological support in both the introduction and installation of technological systems (both hardware and software), along with their ongoing monitoring, maintenance and improvements.

One of the areas provided and overseen by MGL is the Smoothwall Filtering System, a real time filtering system that can be customised and tailored to allow for an appropriate level of internet access for our children and staff.  Our settings are set to block any access to anything that may incorporate – but not limited to -  social media, gaming, pornography, weapons, alcohol, drugs, terrorism, child sexual abuse, self harm, suicide and an all-encompassing scope of other inappropriate content.  These restrictions are applied to all school devices used by both staff and children, with two exceptions: the Head Teacher and the School Business Manager.  This is because these two roles involve occasionally needing to access content that the Smoothwall filter would block, such as social media checks for newly recruited members of staff as part of our adherence to Safer Recruitment guidance.  In the event that either member of staff was to access, deliberately or otherwise, any inappropriate or illegal content, this would be recorded and logged against the device’s IP address and browser settings, and can be easily traced back to the member of staff in question by MGL, allowing for a full investigation to take place if needed.
In the event that the Smoothwall filter system detects an attempt to access inappropriate content, an automated report is immediately sent to both MGL and the Designated Safeguarding Lead, Mrs. A. Whittaker (Head Teacher).  This report details the nature of the search, and the MAC address of the device in question.  This enables staff to cross-reference the MAC address against the school’s IT Asset Audit to identify the user and investigate further where appropriate.

General Technology and Device Management at Kingsley:

All devices (such as laptops, tablets etc) are recorded and logged on a central IT Asset Audit.  This audit is a live spreadsheet that can be updated in real time.  It is maintained and administrated by MGL via their technical support service, and overseen by the School Business Manager.  

The School Business Manager and MGL Technical Support assign specific devices to specific members of staff.  Those members of staff in turn assign specific devices to specific children.  All of this is logged and recorded on the IT Asset Audit.  Retired or broken devices along with newly acquired devices are also recorded and logged on the same document.

Staff are prohibited from being on their personal mobile phones (or any other devices) while working at school.  Children who bring mobile phones in with them are required to leave them at the office each morning and collect at the end of the day upon their departure.

The Role of Staff:

Staff undergo annual Safeguarding Training, which incorporates the latest updates and developments in online-related safeguarding guidance and issues.  Staff are vigilant in overseeing the internet usage of the children in their care, and reporting any issues or breaches immediately to the DSL.  This includes having oversight of computer / device usage in any lesson, for example circulating around the room verifying content and searches visually.
Our Computing Curriculum is outsourced to – and delivered by – qualified MGL staff, who are themselves kept abreast of developments and guidance in this area and follow the same procedures as Kingsley staff.  This also applies to after-school Computing Clubs delivered throughout the year.

The Role of the Head Teacher / Designated Safeguarding Lead:

The Headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented consistently throughout the school. As the Designated Safeguarding Lead, she also takes lead responsibility for online safety in school, in particular; Supporting the headteacher in ensuring that staff understand this policy and that it is being implemented consistently throughout the school; working with other staff, as necessary, to address any online safety issues or incidents; managing all online safety issues and incidents in line with the school child protection policy; ensuring that any online safety incidents are logged and dealt with appropriately in line with this policy; ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line with the school behaviour policy; organising staff training that incorporates online safety; liaising with other agencies and/or external services if necessary; providing reports on online safety in school to the governing body as appropriate. This list is not intended to be exhaustive.
The Role of the Governing Body:

The Governing Body has overall responsibility for monitoring this policy and holding the Head Teacher to account for its implementation. All governors will  ensure that they have read and understand this policy; agree and adhere to the terms on acceptable use of the school’s ICT systems and the internet (or raise any objections, queries and challenges) and ensure that online safety is a running and interrelated theme while devising and implementing their whole school or college approach to safeguarding and related policies and/or procedures.

Monitoring:

Periodically, the School Business Manager will run a filter check using a specialist digital tool provided by SWGfL.  This was most recenty completed on October 8th 2025, and tested protection from access to sites based on four categories – Child Sexual Abuse, Terrorism, Adult Material and Swearing.  The filters proved successful in blocking access to all four categories.

Regular termly spot checks are carried out by the School Business Manager on the IT Asset Audit.  This involves checking the status and physical location and allocation of a selection of randomly chosen devices on the IT Asset Audit.

Any breaches or concerns reported to the DSL are investigated immediately, with appropriate steps taken to address as needed.

Other Policies and Guidance to consider, running alongside this policy:

GDPR Regulations

Kingsley Community School Acceptable Use Policy

Keeping Children Safe in Education

Kingsley Community School Safeguarding Policy
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